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Nokod Security

Securing your Low-code \ No-code Applications
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3 examples (out of T00M) for no-code built apps
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Who else uses low-code apps?
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The Low-code \ No-code trend

e Low-code \ no-code (LCNC) is a software development
approach that requires little (“low-code”) to zero (“no-code”)
coding to build business applications

e According to Gartner, 65% of applications will be based on
low-code by 2024
. Most large organizations have adopted multiple low-code tools

i Many enterprise platforms (e.g. Office365, SalesForce.com,
ServiceNow) offer LCNC out-of-the-box
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Threats and Attacks

By Design: How Default
Permissions on Microsoft Power
Apps Exposed Millions

cpo HOME NEWS INSIGHTS RESOURCES

MACAZINE

UpGuard Team

', Published Aug 23, 2021
TECHMONITOR
Q, Technology Leadership Policy Government Computing Events  The future of dig

CYBERSECURITY NEWS - 6 MIN READ

MiCrOSth POWEI' A.pps Data Leak Fﬂ"OUt: TECHNOLOGY > CYBERSECURITY | March 2, 2020  updated 27 Jul 2022 9:51am

38 Million Records Exposed, State and Mi f's R T Find

City Governments AmongThose il s s .m .

Breached SIX Advanced Threat Actors in
Network of “Large Multinational”

§ SCOTTIKEDA - AUGUST 27,2021
"DART also identified five additional, distinct attacker campaigns persisting

in the environment”
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The new low-code \ no-code
security challenges

Inflation of LCNC apps

The democratization and decentralization of apps creation
Security processes of engineering-made apps rarely exist
No proper security code testing or analysis

Apps can go directly to the production environment

Hard to monitor and protect the new app life-cycle
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Threats and Attacks
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Threats and
Attack Vectors

E%I Nokod Security

Malicious Apps introduced through

Account takeover
3rd party no-code apps and components
Phishing

Vulnerable Apps that result in

Data exposure
Authorization bypass
Injection attacks

Non-compliant Apps that can imply

Collection and storage of PlI

Lack of access logs




Mission
Empower organizations with tools and intelligence

for preventing cyber attacks and data breaches

through low-code \ no-code applications
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Architecture

_,',‘ =
0
i

I3
|

> 4
il
111}

servicenow

Nokod appsec portal

salesforce

Nokod appsec engine(s)

Nokod appsec model

Microsoft
PowerApps

App Analysis

© outsystems

Nokod data lake - apps, platform logs
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TAM - top-down approach #1

Based on the Appsec market size

Analysis of AlliedMarketResearch [1] reports $5.97B in 2020, projecting
growth of 18.7% CAGR till being $33.9B by 2030

Analysis of ResearchAndMarkets [2] reports $7.35B in 2022, projecting growth
of 18.5% CAGR till being $33B by 2030

Averaging the two studies ($9.35B at 2023), and assuming 65% (Gartner) of apps
will be LCNC with similar proportion of the appsec effort = $6.07B at 2023
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https://www.gartner.com/en/documents/3956079
https://www.alliedmarketresearch.com/application-security-market-A10348
https://www.researchandmarkets.com/reports/5641096/application-security-market-by-application-by#rela2-5239192

TAM - top-down approach #2

Based on the low-code \ no-code platforms market size

A new analysis (December 2022) by Gartner [1] projects $26.9B in
2023, with CAGR of 19.6%

Analysis of Acumen [2] reports $16B in 2021 and projects growth of
28.8% CAGR till being $159B by 2030

Averaging the two studies ($26.72B at 2023), assuming 15% for security =
$4B at 2023
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https://www.gartner.com/en/newsroom/press-releases/2022-12-13-gartner-forecasts-worldwide-low-code-development-technologies-market-to-grow-20-percent-in-2023
https://www.globenewswire.com/news-release/2022/07/31/2489071/0/en/Low-Code-Development-Platform-Market-Size-Was-Valued-at-USD-16-Billion-in-2021-and-Will-Achieve-USD-159-Billion-by-2030-growing-at-28-8-CAGR-Owing-to-the-Growing-Need-to-Accelerate.html

TAM - bottom-up approach

350,000 large companies (250+ employees) worldwide [1] (conservatively
using the 2021 figure)

Assuming 20% of those will use low-code \ no-code

Average annual deal size: [Redacted- financial confidential]

TAM at 2023 = [Redacted- financial confidential]
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https://www.statista.com/statistics/1261035/large-global-companies/

Go-To-Market

Geography - North America and EMEA
Channels - Direct Sales at the beginning

Target organizations:

e Size - mid-market upwards
e Using low-code \ no-code tools for app development
e Have a dedicated appsec person \ team

Buyer - CISO, Director of Appsec

Buy-in \ Entry-point - Digital transformation manager \ Digital
channel manager

Business model - subscription, correlated with number of
protected apps

2 ;
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Competition - still a blue ocean!

[Competitors analysis redacted-

strategic confidential] fﬁ‘i’?i Nokod Security




Validation - process

We have been meeting with CISOs and Digital Managers (top management) that are using or

considering to use low-code \ no-code tools for app development. Some of the inputs:

“The appsec team just can’t follow the high pace of
new low-code apps that are being created in the
company” (CISO, Top 50 global bank)

“We are a heavy Outsystems user but | actually have no
visibility for knowing whether we use other low-code

platforms too” (Platform Director, Healthcare Fortune 50)

“Today, the security process for creating a new

low-code app is based on a form that is actually

always being approved” (CIDO, European bank)

“The solution makes a lot of sense. As soon as a security
incident caused by a low code app is public, everyone

would like to buy it” (CISO, public Insurtech company)

@? Nokod Security




Validation - takeaways

[Redacted- confidential operational plan]

fﬁﬁ’ﬁ Nokod Security



Timeline 2023-2025

Seed $S8M A

¥ *

Month #1 Month #13 Month #24

Company Size

4 FTEs 15 FTEs 25 FTEs

Customers

Revenues (ARR)

[Redacted- financial confidential]

Product

MVP, 1-2 covered [Redacted- product confidential]
platforms, design

par tner-ready
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Thank you

For more information:
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mailto:info@nokodsecurity.com

100+ Pitch decks
for Startup

Explore 100+ founder tested pitch
deck templates designed to help
staups raise capital.

@ SheetVenture
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